CGS3063   EXAM 2 SPRING 2004

DR. G.HASKINS      FORM A

Select the BEST answer to each of the following questions based on material covered in class and in the assignments.

1. If, when hired by Microsoft, they request (on the application) your Social Security Number, what must they tell you under the Privacy act of 1974:

A.  If disclosure is required or optional
B.  How it will be used 

C.  What law/policy authorizes this    D.  All of the above
E. none of above

2. The case which ‘decided’ that the community of receipt sets the standard for obscenity was:

A.  Brandenburg v Ohio

B.  AABBS
C.  Schenk v US

D.  US v Jake Baker

E.  Whitney vs. California

3. The public figures doctrine states that a public figure must show which of the following in order to sue for libel (successfully)?

A.  the statements were false
B.  damaging results
C.  Malice

D.  A and B

E.  A, B, and C

4. Which is NOT a problem associated with using SSNs as universal identifiers:

A.  not good id
B.  not unique
C. they contain check digits

D. Irrelevant information linked
E. not secure

5. Trade secrets are intellectual property protected by ?

A. US patent laws
B. state laws

C. US copyright laws

D. US Trade secrets act

E.  US Trademark laws

6. The backbone of the Internet (as discussed in class) is:

A.  ARPANET
B.  NSFNet
C.  TCP/IP
D.  Protocols
  E.  Networks

7. Two of the rules suggested for databases were that they should:

      
a.  use cryptography; not be kept on a network

 
b.  not be open to the public; be kept in hardcopy as well as machine readable form


c.  contain only non-personal data; not be offered for sale


d.  have a defined purpose; contain only relevant data


e.  all of the above were suggested as rules to be applied

8. If someone has factual information about us they may:

A. use it in their business without our consent

B. sell it to other businesses or people

C. trade it for other information

D. not use it in any way without our consent

E. a,b,c above, but not d

9. According to the Texas Attorney General, one important problem with the “big three” credit bureaus is  that:

A. they sell our data
B. their files are not very accurate
C. they are not regulated by any laws

D. they are not American owned

E. none of the above

10. While it may be helpful to analogize the electronic frontier to the physical frontier, enforcing laws in cyberspace is more difficult because:

A. cyberspace is electronic
B. cyberspace is international



C. there are many more people than there were on the physical frontier

D. no one owns the internet

E. all of the above

11. In Chaplinski vs. New Hampshire, calling a policeman a “damned fascist” was protected by the 1st Amendment because:

A. the policeman didn’t feel threatened

B. hate speech is protected


C. there was not a “clear and present danger”
D. it was NOT protected



E. a, b, c above, but not d

12. A person who tells a crowd to stop paying income taxes is protected by the 1st Amendment because:

A. she is on public property
B. she is advocating a lawful act

C. she doesn’t know that refusing to pay taxes is a federal crime

D. merely advocating an unlawful act is o.k.
E. a, b, c above, but not d

13. A small, stand-alone, malicious program which does not insert itself into other programs, but copies itself repeatedly, often depleting system resources, is best described as a:

A. worm
B.  virus
C. Trojan horse

D.  “cracker” program 
E. none of the above

14. Which of the following was NOT suggested as a reason that few computer criminals are convicted?

A. Losses are usually small
B. Perpetrators are often minors



C. Courts don’t understand the issues

D. Juries tend to side with the individual

E. These were all suggested as reasons

15. Which of the following forms of speech is protected by the 1st Amendment?

A. Hate speech

B. threats
C. libel

D. obscenity
E. all of the above

16. A student who merely creates a virus on her PC 

A. will not be prosecuted unless the virus is destructive

B. has violated a Federal criminal statute

C. will be prosecuted whether the virus is destructive, or not

D. has not broken any law

E. “b” and “c,” but not “a” or “d.”

17.  Copyright includes all the following except the right to:

A. make copies

B. the underlying idea

C. derivative works

D. perform a work in public
E. copyright includes all of the above rights

18.  A copyright exists:

A. upon creation of a work
B. only after a work is registered



C. as soon as an application for a copyright is filed
D. until 20 years after the author dies

E. none of the above

19.  The duration of a copyright was recently increased by 20 years in order to protect:

A. foreign authors
B. minors
C. computer programs

D. Mickey Mouse

E. None of the above

20.  A “loophole” in the copyright law which allows copying portions of a work for educational purposes is known as:

A. derivative works
B.  fair use
C. infringement

D. plagiarism

E. fractional distillation

21. The art of enciphering information to make it meaningless to all but a few is known as:

A. cyberstalking

B. cyberstashing
C. cipherstashing
D. encryption


E. none of the above

22.  One of the principal weaknesses of secret key cryptosystems which is largely satisfied in public key cryptosystems is/are:

A. random numbers
B. secure key delivery

C. brute force attacks


D. generating strong keys
E. none of the above

23. A group of communications, computer, and surveillance experts reported to a Congressional committee that for an unobtrusive surveillance system, to keep track of virtually every adult citizen, you couldn’t do much better than:

a. chat rooms

b. Windows- NT

c. EFTS
d. the Internet
e. spy planes

24. If you try to donate blood but are turned down because of your answers to some of the “lifestyle” questions, your answers and information will:

a.be kept on file
b. be turned over to the Florida Department of Vital Statistics

c. returned to you
d. published in the newspaper
e. none of the above

25. A business should rely on _____________ law to protect the identity of the origin of its products.

a.copyright
b.patent
c.trademark
d.trade secret
e.accounting firms

26. Any information about your personal life is considered a “trade secret” if it is:

a. true

b.maintained as a secret
c.non-obvious

d. all of the above

e. none of the above

27. . Patent protection begins as soon as:

a. the idea is put in a tangible form

b. the idea is conceived

c. the invention is built
d. the patent is applied for

e. none of the above

28. A person who breaks into a computer, but does NOT do any damage/harm to the system is best described as a:

a. hacker


b. praetorian

c. cracker


d. mutant


e. a “smooth criminal”

29. Programs that masquerade themselves as benign or useful software, while doing (subjectively or objectively) malicious things in the background are known as:

a. Polymorphic Viruses
b. Mutant Bugs
c. Logic Bombs

d. Trojan Horses

e. Stealth Viruses

30. The biggest problem with copyrights from the artist’s point of view is:

a. They do not last as long as patents

b. They may not be licensed

c. It is too hard to get one

d. They do not protect the underlying idea

e. They are only useful for big corporations

31. .  In Miller vs. California, the Court said that the proper group to determine what is, or is not obscene is the:


a. Supreme Court
b. Memphis

c. Internet service provider


d. U.S. Attorney General

e. local community

32. Knowingly reserving a trademark as a domain name to sell it for profit is best described as:

a. hacker
b. cracker
c. cyberstalker
d. cybersquatter
e. entrepreneur
